EMBASSY OF INDIA

13-15 rue Alfred Dehodencqg
75016 - Paris, France

Tel: +33 1405070 70

Fax: 00 33 14050 09 96
Website: https://eciparis.gov.in

No. PAR/PIC/551/01/2014 30.11.2023

NOTICE INVITING TENDER

Embassy of India, Paris invites Tender from registered and authorized
firms/agencies having 2 years' experience for supply and installation of one hardware
firewall with 5 years warranty and full guard license to Embassy of India, 13-15 rue Alfred
Dehodencq, 75016, Paris as per the specifications given in the tender documents.

2. The tender documents can be downloaded from the Embassy website
www.eoiparis.gov.in/ CPP Portal: https://eprocure.qov.in  from 01.12.2023 to 22.12.2023.
No fee for tender document will be charged.

Last date of submission of Tender :22.12.2023 (1300 hrs)
Opening of | Bid 1 22.12.2023(1500hrs)
3. Bid must be submitted in a sealed envelope clearly superscribed “BID FOR

SUPPLY AND INSTALLATION OF ONE HARDWARE FIREWALL" along with all
relevant documents to the “Head of Chancery, Embassy of India, 13-15 rue Alfred
Dehodencq, 75016, Paris . A bid sent through Fax or email will not be accepted.

4. For any queries/clarifications, e-mail may be sent to: hoc.paris@mea.qov.in /
pol3.paris@mea.gov.in.

5. The Embassy of India, Paris reserves the right to reject any or all the bids without
assigning any reason. The decision of the Embassy of India, Paris shall be final and
binding.

6. The bidder or his authorized representative, who wish to be present, may attend
the bid opening on the date and time specified.

e il =
(Suresh Kumar)
Head of Chancery




A. SCOPE OF WORK

1. Supply and installation of hardware & software, firewall configuration, integration
with existing network, training, technical support and onsite maintenance during

warranty period.

2. Assigning static IP addressing to all internet connected PCs with MAC binding
and blocking unused IPs at router level.

B. HARDWARE & SOFTWARE SPECIFICATIONS OF FIREWALL

Physical Specifications

Ethernet Interfaces

8 GE ports, 2 GE SFP & 2 10GE SFP

No. of flexi port slots

With rack mount option

I/0O Port Minimum :
- 1 USB port (backup &/OR keyboard)
-1 COM port (control)
- 1 HDMI port

Mounting Rack mount mandatory

Model / Brand

Sophos, Fortigate, Cisco and other brands equivalent or with
higher specification to :

Sophos SGX 2300, CISCO, Fortigate

Please note that the IT infrastructure has approximately 120
computers

Performance Specification

Firewall throughput

39 Gbps or more

Firewall IMIX

20 Gbps ore more

IPS throughput

7 Gbps or more

New Connections/sec

6,5 Millions or more

Licensing

Licence

Full protection for 3 years (unlimited)

Warranty

Warranty for 3 years including parts, maintenance & labor

Firewall should have features
like:

Intrusion detection and prevention, application control, data
loss prevention, website filtration, bandwidth management,
VPN support, should support SSL, SSH and IPSec, deep
packet inspection, application filters, spam filters, anti-virus
protection, compatible with active directory servers, compatible
with other brand routers/switches, Packet filtering,.ASPF,
Attack Defense features, Defense against illegal attached,
Control over ICMP redirection or unreachable packets, over
Tracer packets and over IP packets with route record option,
Static & Dynamic blacklist, Transparent firewall, Email filtering,
Web Filtering, Telnet, FTP, Web, SNMP, RMON, NTP, Syslog
etc.




C.

INSTRUCTION TO BIDDERS:

1. Bidders shall submit the following documents

(a) Duly filled in bid document with proper seal and signature of authorized person on
each page of the bid submitted as per Annexure-I;

(b) A copy of Certificate of Incorporation, Partnership Deed / Memorandum and Articles of
Association, GST No. (as applicable)

(c) A copy of Annual Turnover Certificate Certified by Auditor

(d) Copy of 2 Purchase Orders of similar products and list of clienteles.

(e) The bidder must submit plan/arrangement for installation and warranty services/after
sale services to be provided at site

(f)  Detailed technical specifications make & model, part number and compliance to the
Schedule of Requirement for which bid is submitted

(@) The biddér shall submit an undertaking to the effect that a Performance Bank
Guarantee (PBG) of 10% of the order value will be submitted in case the
Embassy of India, Paris decides to place the Purchase Order with them.

(h)  Other related documents.

GENERAL TERMS & CONDITIONS:

. Prospective bidders may visit the site and check existing network and switches

for compatibility with proposed hardware firewall.

. The supply and installation must be completed within 03 weeks, after

placement of purchase order. The equipments covered by this document are
required to be supplied and installed at the Embassy of India, 13-15 rue Alfred
Dehodencq, 75016, Paris

. At any time prior to the deadline for submission of bids, Embassy of India,

Paris may, for any reason, whether on its own initiative or in response to the
clarification request by a prospective bidder, modify the bid document.
Amendment, if any will be published on Mission's website.

. The successful bidder, on award of contract/order, must send the

contract/order acceptance in writing, within 02 days of award of
contract/order.

. Bids shall be valid for a minimum 60 days from the date of submission of bids.

A bid valid for a shorter period shall stand rejected.

SPECIAL CONDITIONS OF CONTRACT

1. Prices:
(@)  The price quoted shall be considered firm and no 'price escalation will be

permitted.

(b)  Bidders must quote the price in the format given in Price Schedule at

Annexure-1l of this document.

(c) All amounts are to be quoted in Euros/INR.



(d)  The prices quoted should be inclusive of freight, insurance, packing,distribution,
after sales service.

2. Performance Bank Guarantee (PBG):

The successful bidder will be required to furnish the Performance Bank
Guarantee in form of a Bank Guarantee for the 10% (ten percent) amount of the
Purchase Order within 02 weeks of receipt of Purchase Order, as per the format
attached to this document (Annexure - lll). This Bank Guarantee shall remain valid till
the completion of warranty period.

3. Warranty:

All the items supplied shall carry minimum Five (05) years on-site
comprehensive warranty including parts and labor from the date of Installation &
Commissioning. The bidder must undertake to provide the installation and warranty
service at Paris. The repairing/rectification/replacement/configurationrequirement
aired, if any, of the items under warranty must be done at on-site workshop.

4. Payment*.:

(a) 60% of the payment will be made on delivery of material and production of
claim with supporting document.

(b) Payment of 30% against successful installation & commissioning as per contract
document and to the satisfaction of Embassy of India, Paris.

(c) Balance 10% payment will be made on the completion of warranty period or
against submission of Bank Guarantee of equivalent amount from any bank
valid for the entire period of warranty.

5. Penalty for delayed Services:

(@) The Embassy of India, Paris reserves the right to levy penalty @ of 1 % of
order value per week”of delay beyond the scheduled deliveries/execution of the
order successfully, subject to maximum of 5% of the order value.

(b) The Embassy of India, Paris reserves the right to cancel the order in case the
delay is more than 02 weeks.

(c) The penalties, if any shall be recovered from the 30% claim due after
installation & commissioning.

6. Force Majeure:

The Embassy of India, Paris may consider relaxing the' penalty and delivery
requirements, as specified in this document, if and to the extent that, the delay in
performance or other failure to perform its obligations under the contract is the result of



an Force Majeure. Force Majeure is defined as an event of effect that cannot
reasonably be anticipated such as acts of nature (like earthquakes, floods, storms etc.),
acts of states, the direct and indirect consequences of wars (declared or undeclared),

hostilities, national emergencies, civii commotion and strikes at successful Bidder's
premises.



ANNEXURE-|

No. PAR/PIC/551/01/2014 30.11.2023

“BID FOR SUPPLY AND INSTALLATION OF ONE HARDWARE FIREWALL AT
EMBASSY OF INDIA, PARIS”

1 Name of the Company
GST No. (If applicable)

2 Address, Telephone No. & E-mail of the
Company

3 Name, Designation, Mobile & E-mail of
contact person

4 Year of Registration (Please attach copy
of Certificate of Incorporation)

5 Detalls of experience: The firm should
have past experience of at least two years in the
field of pest control

(please enclose copy of 2 Nos. Purchase Order of
similar products as a proof)

6 Name of 3 present clients with contact
details (please attached in separate sheet)

7 Annual Turnover of the company
certified by auditor

| /We certify that all the terms and conditions of the tender documents are acceptable to
me/us

Signature of the authorized Person of the concern

Name, Date , Designation, Company Seal




ANNEXURE- Il

No. PAR/PIC/551/01/2014 30.11.2023

“FORMAT FOR SUBMITTING PRICE SCHEDULE SUPPLY AND INSTALLATION OF
ONE HARDWARE FIREWALL AT EMBASSY OF INDIA, PARIS”

No. PAR/PIC/551/01/2014 Dated:

To

Head of Chancery
Embassy of India,

13-15 Rue Alfred Dehodencq,
75016, Paris

Name of the company:

Address & contact details:

Sl Item Description Cost (Euro/INR)
No.
1 Make:

Model:

Country of origin:
Country of production:
[Please mention physical specification, performance

specifications and Warranty Period/ License Period of
the proposed model in separate sheet)

TOTAL (IN FIGURE)

TOTAL (IN WORDS)

I/We have visited the site and inspected the existing networking switches. No additional
hardware excepted above firewall will be required for comprehensive network security.

I /We certify that all the terms and conditions of the tender documents are acceptable to
me/us. The price quoted is inclusive of taxes, freight, extended warranty and license as
mentioned in tender document.

Signature of the authorized Person of the concern

Name, Date , Designation, Company Seal




ANNEXURE - llI

PROFORMA OF BANK GUARANTEE
(On non-judicial paper of appropriate value)

To

Embassy of India

13-15, Rue Alfred Dehodencq, 75016
Paris

BANK GUARANTEE NO: DATED:
Dear Sir/Madam,

This has reference to the Purchase Order No. No. PAR/PIC/551/01/2014 dated...... placed by the Embassy
of India, Paris to M/s (Name & Address of vendor) for providing one hardware firewall with 5 years warranty
and full guard license to Embassy of India, Paris.

The conditions of this order provide that the vendor shall:

Provide one hardware firewall with 5 years warranty and full guard license as per other details given in said
order.

M/s (Name of Vendor) has accepted the said purchase order with the terms and conditions stipulated therein
and have agreed to issue the performance bank guarantee on their part, towards promises and assurance of
their contractual obligations vide the purchase order No. PAR/PIC/551/01/2014 dated.............

M/s (Name of Vendor) holds a current account with us and has approached us and at their request and in
consideration of the promises, we hereby furnish such guarantees as mentioned hereinafter.

The Embassy of India, Paris shall be at liberty without reference to the Bank and without affecting the full
liability of the Bank hereunder to take any other undertaking of security in respect of the contractor's
obligations and or liabilities under or in connection with the said contract or to vary the terms vis- a-vis the
contractor or the said contract or to grant time and or indulgence to the contractor or to reduce or to increase
or otherwise vary the prices or the total contract value or to forebear from enforcement of all or any of the
obligations of the contractor under the said contract and/or the remedies of the Embassy of India, Paris
under any security(ies) now, or hereafter held by the Embassy of India, Paris and no such dealing(s) with the
supplier or release or forbearance whatsoever shall have the effect of releasing the bank from its full liability
of the Embassy of India, Paris hereunder or of prejudicing right of the Embassy of India, Paris against the
bank.

This undertaking guarantee shall be a continuing undertaking guarantee and shall remain valid and
irrevocable for all claims of the Embassy of India, Paris and liabilities of the contractor arising upto and until
date

Your right to recover the said sum of Euro........ /- (Euro.....Only) from us in manner aforesaid will not be
affected or suspended by reason of the fact that any dispute or disputes have been raised by the said
M/s....... and/or that any dispute or disputes are pending before any officer, tribunal or court or Arbitrator.

Our liability under this guarantee is restricted to Euro.....(Euro....."Only). Our guarantee shall remain in force
until unless a suit action to enforce a claim under guarantee is filed against us within six months from (which
is date of expiry of guarantee) all your rights under the said guarantee shall be forfeited and we shall be
relieved and discharged from all liabilities there under.

We have power to issue this guarantee in your favour under Memorandum and Articles of Association of our
Bank and the undersigned has full power to do under the power of Attorney dated.

Notwithstanding anything contained herein:



A. Our liability under this guarantee shall not exceed Euro................... (in words)

-8 This bank guarantee shall be validupto.... . & unless a suit for action to enforce a claim under
guarantee is filed against us within six months from the date of expiry of guarantee. All your rights under the
said guarantee shall be forfeited and we shall be relieved and discharged from all liabilities there after

i.e. after six months from the date of expiry of this Bank guarantee

C. We are liable to pay the guaranteed amount or any parts there of under this bank guarantee only and
only if you serve upon us a written claim or demand before ...... .....

D. The Bank guarantee will expire on .. ... ..

Granted by the Bank

Yours faithfully, For (Name of Bank) SEAL OF THE BANK

Authorised Signatory



